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1. Introduction 

The online data services provided by Esri UK can be integrated into a wide range of applications. 
These include public facing websites, internal line of business websites and applications, and GIS 
software applications (such as ArcGIS for Desktop). Esri UK’s online data services have been 
designed to make this integration easy and straightforward.  

The purpose of this guide is to explain how the services have been secured, and how to securely 
use the services in different deployment scenarios.  

The document has been divided into two main sections: 

2. A high level overview of the services and how they are secured. 

3. An examination of different deployment scenarios, and how they can be secured effectively. 
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2. Data Service Accounts, Security and Fair Usage 

The online services provided by Esri UK, are made accessible using standard internet 
technologies. The services can be accessed using a browser and can be integrated into any 
application which can communicate with the internet.  

Whilst the services are accessible online, an account is required before the services can be 
accessed. One or more accounts are used to manage access to both the free and premium 
services and to ensure ‘fair usage’ of the services. Please see the fair use policy for more 
information: 

http://www.esriuk.com/legal/terms-and-conditions 

 

2.1 Account Credentials 

Access to all of Esri UK’s online data services require an Account ID and Access Code. Upon 
registration, one or more accounts are created which grant access to the selected services. 

Organisations who register for the Premium online data services receive two user accounts; one 
giving access to only the Free services, the other giving access to the Free and Premium services 
combined. 

By providing access to the Free and Premium services within separate, secure user accounts, you 
can treat the Premium data, which is used under the terms of your own agreement with the 
Ordnance Survey, in a more secure manner. 

For example, if one group of your application users only need to see the Free data services, we 
recommend that their applications connect via the Free account. This enables the Premium 
account to be reserved for those who require access to the Premium services. In some 
organisations this may result in the Free account being used for public facing websites and the 
Premium account being used for internal applications. 

 

2.2 Protecting Account Credentials 

The account credentials are the main protection for your organisation’s Esri UK online account. 
How the Access Key and Code is shared and used in an organisation or by an individual is critical 
to ensuring that only authorised use of the service is conducted. 

When accessing the services within ArcGIS for Desktop, the user will be asked to provide their 
account details. ArcMap will then list the services available to that account. 

When accessing the services in a web based application, it will be necessary to generate a ‘token’ 
from the user account and access code, using an online form or web API.  A ‘token’ is a sequence 
of characters which have been cryptographically created by the online service. The token contains 
data which is used by the online services to ensure the validity of the requests. Token based 
security is described in more detail in Appendix A, as there are many different ways tokens can be 
generated and used. 
 

See section 3; Using the Online Services, for strategies for managing credentials. 

 

2.2.1 Service Monitoring and Alerts 
To ensure quality of service and maximum availability of the service, Esri UK monitor every request 
to the online data service. If an organisation’s account is exceeding expected levels of usage or is 

http://www.esriuk.com/legal/terms-and-conditions
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displaying unusual patterns of activity, Esri UK may contact the organisation to verify that this 
usage is valid. 

 

2.3 Communication Technology 

The online services can be accessed using SOAP and REST based protocols/styles of 
communication. SOAP and REST are widely used mechanisms for connecting and integrating 
computer systems. 

The sections below describe the specific services published by Esri UK; to view the data at these 
services, you will need to enter your account credentials. 

 

2.3.1 REST Interfaces 
http://datahub.esriuk.com/arcgis/rest 

http://datahub.esriuk.com/locatorhub/rest 

Further information about the REST interfaces can be found at: 

 The REST API 

http://help.arcgis.com/en/arcgisserver/10.0/apis/rest/index.html 

 Using the Javascript API (with REST): 

https://developers.arcgis.com/javascript/jshelp/ 

 

2.3.2 SOAP Interfaces 
http://datahub.esriuk.com/arcgis/services 

http://datahub.esriuk.com/locatorhub/locatorhub.svc 

 

Further information about the SOAP interfaces can be found at: 

 http://help.arcgis.com/en/arcgisserver/10.0/apis/soap/index.htm 

 

In addition, the services can be accessed using SSL (HTTPS). 

 

Note: All token generating requests must be issued using SSL. This is to protect the User Account 
and Access Key being used by other unauthorised parties. 

 

 

   

  

http://datahub.esriuk.com/arcgis/rest
http://datahub.esriuk.com/locatorhub/rest
http://help.arcgis.com/en/arcgisserver/10.0/apis/rest/index.html
https://developers.arcgis.com/javascript/jshelp/
http://datahub.esriuk.com/arcgis/services
http://datahub.esriuk.com/locatorhub/locatorhub.svc
http://help.arcgis.com/en/arcgisserver/10.0/apis/soap/index.htm
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3. Using the Online Services 

The Esri UK online data services have been fully secured and it is your responsibility to ensure that 
the data is used appropriately and within the terms of the licence agreement. The following 
sections describe some of the common secure application deployment topologies in which the 
online data services can be incorporated. Each represents a different security architecture and 
approach. 

 

3.1 Secure Intranet Web Application (Active Directory) 

This is a very common scenario, where a web based application is rolled out to users within an 
organisation. The application can only be used by specific individuals, based on their network 
credentials. The application server authenticates and authorises each user. This happens without 
the user entering credentials, as they authenticated themselves when they logged onto the 
terminal. 

The recommended approach to using online services within this type of application is to use a 
‘proxy’ page within the web application itself.   

The proxy page will reside within the web application on the server. This means that it should 
adopt the same authentication and authorisation as the rest of the web application. The proxy page 
will have the security information required to relay requests as token authenticated web requests 
against the online services. 

There are many different technologies used to build browser based applications (.NET, Java/JSP, 
PHP, etc). There are a number of proxy pages implementations which can be downloaded and 
adapted for use in these applications (e.g. see https://developers.arcgis.com/javascript/jshelp/). 

The advantage of this approach is that the security credentials of the service (access key and 
code) only reside on the application server. The clients do not see any security information about 
the service they are using. Furthermore, only the application itself can use the services (through 
this proxy), as it shares the same security as the application itself. 

The diagram below depicts this scenario: 
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3.2 Secure Internet Web Application 

In this scenario, a secure web application exists which is publicly accessible on the internet. 
However, to gain access to the application, the user must be authenticated by some application 
derived mechanism. This could be a login page or other security technique. Once authenticated, 
the user can access the application functions. 

This scenario is really a variation of the previous one. The only difference is that the authentication 
mechanism of the web application has been changed to one suitable for a public website and not 
necessarily tied to particular network credentials. 

The recommended approach to providing access to the secured online services is to use a proxy 
page, using the same approach as the Secure Intranet Web Application scenario. This is the most 
secure way of using the services and has the lowest risk of unsolicited access to the online 
services. 

The main security vulnerability with this approach is that it is dependent on the security of the 
hosting web application. If the host application has a weak security model, then this will limit the 
effectiveness of your proxy page accordingly. 

 

3.3 Public Internet Web Application 

This scenario is based on providing an open internet web application which incorporates mapping 
from the online services. 

This is a more complex scenario to secure, as effectively the web application is open and hence 
the data it contains is susceptible to unwarranted use by third parties. There are technical 
approaches referred to below which provide a level of protection. However, you must also ensure 
that your application presents appropriate copyright statements, watermarks where required, and 
only uses the data service to support use that you are licensed for. 

We support the following different strategies to make this type of application available: 

 Embed a ‘Long Lived Token’ with URL Referrer 

As discussed in the appendix, a long lived token can be used for up to 365 days. It can only 

be used by web applications which are hosted on a specific web address.  

 Use an ‘Open’ Proxy page 

This has its own application specific monitoring and authorisation logic. Please note, it is 

important to put logic into the proxy page, otherwise it effectively provides open access to 

the map services under your account. 

This approach allows the application itself to detect suspicious activity. A custom proxy 

page should ensure that all requests for maps have been made by clients which in the last 

hour have visited several links in the application. Alternatively, the application could leave 

cookies on the client which can be checked before requests are forwarded. The 

mechanisms implemented in the proxy will very much depend on the web application itself.   

 

Note: When using any of the above approaches to secure a web application or other application 

accessible by multiple users, please contact Esri UK to obtain a separate User Account and 

Access Code for the application. These credentials will provide access only to the map services 

needed by your application, meaning that if it becomes compromised, a new set of credentials can 

be issued with minimum disruption to other internal users of the services.  
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3.4 Intranet Desktop GIS 

For Intranet desktop GIS users to use the online services, they must have a user account and 
access code. They can then connect in ArcGIS for Desktop to the services, using the built in ‘Add 
Layer’ commands, or the Add-In provided by Esri UK. 

Users can obtain their own user account and access code by registering with Esri UK. 
Alternatively, the same user account and access code can be shared by all users. If the account is 
shared there may be disruption for users if the account’s access code is changed and/or the 
account is disabled. If this occurs, all users would need to enter the new credentials.  

 

3.5 ArcGIS Online Organisational Account 

This is based on using the secure Esri UK online services within your ArcGIS Online organizational 
account to provide base mapping for use in web maps and applications for your organisation or the 
public. 

There are several methods available to secure your content, which are explained fully in the How 
to Use the Map and Gazetteer Services guide. 

 

Free Services 

When using the free Esri UK online data services, any of the options outlined in the How To guide 
are acceptable. However, storing the logon credentials and using a token provides the best user 
experience, especially for public-facing applications. The option of including a long-lived token as 
part of the URL is the most secure, but it carries an additional overhead of maintaining the token, 
and some functionality may be restricted. 

  
Premium Services 

When using premium services, any of the options are acceptable when the items or webmaps are 
shared only within your organization. If you plan on using the services in public applications, you 
should use the option to store your credentials against the item and limit it’s usage to a specific set 
of referrer URLs. This will tie the use of the service to applications published through your ArcGIS 
Online account, and will prevent the item being listed in public searches for ArcGIS Online. You 
may also want to consider combining the service with a watermark, Esri UK provide a free 
application through the ArcGIS Marketplace called Markr that will aid you in adding a watermark to 
your maps. 

 

 

 

https://esriuk.com/content-services/online-content-services/more-information/how-to-use-guide
https://esriuk.com/content-services/online-content-services/more-information/how-to-use-guide
https://marketplace.arcgis.com/listing.html?id=f1b9efed012449dbbf884cb99c55c708
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4. Summary 

The online services provided by Esri UK are designed to be a dependable, high performance set of 
GIS resources which will help make it easier to solve real world problems with geography. 

Security should always be considered as a key goal during the rollout of any internet or intranet 
application. As such, consideration should be given to how to secure the use of the embedded 
online services, so that unauthorized users cannot gain access to your account. 

Esri UK can provide technical guidance and advice on security, application architecture, and 
deployment of GIS based applications.  
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5. Appendix A: Token Based Security 

Token based security is a widely used mechanism for authenticating and restricting access to 
internet based resources. 

A ‘token’ is a small string of seemingly random characters which is added to every request against 
an online service. The token contains information which uniquely identifies the user who is making 
the request, along with other information. The token itself does not contain any password 
information. The token is used by the server to decide if the request should be allowed. 

The token is created either by completing an online form to be get a token, or programmatically 
through a web request. In either case, the user name and access code of the account is required 
to generate the token.  Once generated, a token is valid for a specified period of time only. 

 

The token provides access to the online services/resource, and as such can be used by third 
parties to gain unauthorized access to the services.  To prevent this, there are different types of 
token which can be used for various application deployment topologies. It is important to choose 
an appropriate type of token and architecture for preventing its unauthorized exploitation. The 
following sections explain which types of tokens and security approaches to use in various 
topologies. 

Also see this article for further information on how ArcGIS tokens can be incorporated into 
applications: https://developers.arcgis.com/javascript/jshelp/ 

  

5.1 Short Lived (Dynamic) Tokens 

A short lived token can be created with just an Account name and access code. The token will only 
work for 10 minutes, before it is necessary to generate a new token.  

The advantage of a short lived token is that if it is compromised (i.e. used by unauthorized parties) 
it will only work for 10 minutes before a new token is required.  

 

5.2 Long Lived (Static) Tokens 

A long lived token can be created which will last for up to one year. Once generated, the token will 
continue to work, irrespective of whether the user has changed their password. If the access key is 

https://developers.arcgis.com/javascript/jshelp/
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deleted, the token will cease to work. Similarly, if the datasets a user is allowed to access change, 
this will also take effect irrespective of when the token was generated. 

Long lived tokens are potentially a significant security vulnerability, as they have such a long shelf 
life. For this reason, there are two methods of securing them:  

 IP Address 

A long lived token can be generated against a particular IP address. This means that only 

requests which originate from a particular machine/network address can successfully make 

the request. This is useful in scenarios where all requests will be coming from a particular 

machine. 

 URL Referrer 

This type of token is designed to be used in browser based applications. The application 

will have this token embedded into the web page. However, the web requests will only be 

accepted by the service when they are seen to be coming from a particular website. All 

modern browsers send a URL referrer header in the http requests they make. The URL 

referrer is the web address of the hosting web page. It is this header which is checked 

before requests are returned. It is important to state that a URL referrer can be spoofed by 

non-browser based applications. It should therefore not be relied upon as an overarching 

security strategy. 

 

5.3 Proxy Page 

A common architectural pattern, which is used in conjunction with token based security, is the use 
of a ‘proxy’ page/service. 

A proxy service acts as a relay which forwards requests to the online service. The proxy page has 
the logic for generating and using tokens against particular services. This means that applications 
can be connected to a proxy, without the need for having a token in the client tier. The proxy 
generates the token and forwards the request to the online service and then forwards the result to 
the client. 

The proxy pattern is based on the requirement that the proxy page is secured by the custom 
application. It allows the security to be decided by the application developer and not the service 
provider. However, if the proxy page is not secured, it is effectively an open door to the online 
resources.   
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5.4 Token Based Security with ArcGIS Web APIs 

The matrix below summarises how to use static and dynamic tokens with each of the ESRI ArcGIS 
web APIs. 

 

 Static Token Dynamic Token 

 
JavaScript 
API 

 
Append a ‘token’ parameter to the 
URL of a map service, e.g. 
 
https://datahub.esriuk.com/... 
/MapServer?token=your_static_token 
 

 
Requires a proxy page or other 
server-side code (e.g. PHP, 
Java, .NET) to generate a token 
and load a map service 
dynamically 
 
Dynamic tokens cannot be 
generated client-side in 
JavaScript 
 

 
Flex API 

 
Add a ‘token’ attribute to a map layer, 
e.g. 
<esri:ArcGISTiledMapServiceLayer> 
 

  
Use an HTTPService object or 
other HTTP client to generate a 
token and load a map service 
dynamically 
 

 
Flex Viewer 
 

 
Set the ‘token’ attribute of a <layer> 
element in <basemaps> and 
<operationallayers> 
 

  
Requires a proxy page or a 
widget to generate a token and 
load a map service dynamically 
 
(see Flex API) 
 

 
Silverlight 
API 
 

  
Add a ‘token’ attribute to a map layer, 
e.g. 
<esri:ArcGISTiledMapServiceLayer> 
 
Not supported on Firefox 
 
Due to an issue in Firefox that stops 
HTTP referrers being sent from 
Silverlight, a Silverlight web app using 
static tokens will not be able to access 
the online map services from the 
Firefox web browser 
 
Other web browsers are supported 
 

  
Use a WebClient object or other 
HTTP client to generate a token 
and load a map service 
dynamically 
 
 
Unlike static tokens, dynamic 
tokens are fully supported in 
Silverlight on Firefox 
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Silverlight 
Viewer 
(beta) 
 

 
After deploying an app from the 
Application Builder, open your 
deployed application’s 
Config/Map.xml file and set the 
‘Token’ property on a map layer, e.g. 
<esri:ArcGISTiledMapServiceLayer> 
 
Not supported on Firefox 
 
(see Silverlight API) 
 

  
Requires a proxy page or an 
add-in to generate a token and 
load a map service dynamically 
 
(see Silverlight API) 
 

 

 

 


